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Construction of network security events situation index evaluation system
based on quantized value algorithm

CHEN Zhixu, CHEN Liang

(National Computer Network Emergency Technical Response Coordination Center/Guizhou Branch Center, Guiyang 550001, China)

Abstract; With the integration of new technologies in the field of network security and the continuous expansion of the scale, the
situation of network security protection is becoming more and more serious. Facing the cross—regional and multi—branch provincial
and municipal network security problems, the establishment of a reasonable and effective situation indicator evaluation system is
conducive to systematically, objectively and scientifically understanding and discovering the development status and changing trend
of related problems from a global perspective. Based on the objective, comprehensive and operable principles, this paper constructs
a network security incident situation index evaluation system consisting of 4 first-level indicators and 17 second-level indicators for
multiple subdivisions of a variety of high—incidence network security incidents, such as the number of controlled hosts, webpage
tampering incidents, website backdoor incidents, CNVD vulnerabilities, etc. By combining index level weighted recursion with
LOG function, an algorithm suitable for network security event situation assessment is designed. The experiment proves that the
design conforms to the objective law of network security situation analysis, can effectively improve the ability of network security
risk perception, and promote the level of network security governance and management.
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Fig. 1 Block diagram of network security events situation index evaluation system
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Table 2 Controlled hosts index and corresponding weight
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Table 3 Web tampering index and corresponding weight
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Table 4 Website backdoor index and corresponding weight
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Fig. 2 Network security situation change map of A province in the first half of 2023
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