®15% F£1H 2 B it E M5 M A
Vol.15 No.1

202551 8

Intelligent Computer and Applications Jan. 2025

XA, filE TPES+ X HEE SR B9 PIE Ip S A8 Vs I P i D5 28 (0], B RETTSEHLS A, 2025, 15 (1) : 103-109. DOI: 10.
20169/j. issn. 2095-2163. 24081502

S IPFS+XRER AR BUE DR EIE VI A= H 77 5

U=
(FEARAZRKE EEMKZLEFR, £ 100038)

T E. EXR I R B A T AR I B ek B Dl s DL R R A, BB T — Al S TPES + X Bk B R i B
Vi 4EHI 7 % . %07 %2 0L DPOS HARMLHI Ry L fith , 454 hash S0vk FEAEXTFRIN 2 500, 7620245 70 200 264 ] Merkle #, 30 IE 4L
P AL 5 00 S8 48 S RN Z 1 Token AN BE& U AEHLH  $2TH T AZAEER R UERf T . N 25 SR 3R %05 28 7T LARIERY
TN OIOREE M AT B HE X T 57 IR R R R Ztt s HA TR E L,

KR PUEDREIE, XHE,; Token ALH; HARMLH]; Vil

hE4 %S, TP311.13;D631 XEkFRERD: A XEHS: 2095-2163(2025)01-0103-07

A data access control scheme for law enforcement and handling cases
integrating IPFS+ blockchain technology

LIU Zhuoxian

(Information Network Security Academy, People’s Public Security University of China, Beijing 100038, China)

Abstract: In response to the potential issues of tampering, forgery, and leakage in the electronic storage of law enforcement case
data, this article proposes a data access control scheme that integrates IPFS +blockchain technology. The scheme is based on the
DPOS consensus mechanism, combined with hash algorithm and asymmetric encryption algorithm, and uses Merkle tree to verify
the integrity of data transmission in a semi distributed network. The incentive layer uses Token and smart contract reward and
punishment mechanism to improve the accuracy of public security file transmission. The application results show that this scheme
can ensure the confidentiality and immutability of archive content, which is of great significance in preventing favoritism, bending

the law, and archive leakage.
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Fig. 1 Blockchain architecture design
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Fig. 2 P2P transmission mode in a semi—distributed network
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Fig. 3 File upload and storage test results
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Fig. 4 Diagram of file invocation and process trace test results
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