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Application of watermarking technology based on LWT-PCA
algorithm in visual cryptography
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(College of Mathematics and Computer, Jilin Normal University, Siping 136000, Jilin, China)

Abstract: This paper proposes the application of a digital watermarking algorithm based on LWT-PCA in the pixel non—expansion
(2,2) visual cipher scheme. The algorithm performs a first—order boosted wavelet transform on the carrier image, extracts the
important principal component coefficients on the low—frequency LL sub—band by Principal Component Analysis, and then splits the
watermark into two shared images by using the pixel non—expansion (2,2) visual password scheme. After that, the paper embeds
the shared image 1 into the extracted principal component coefficients, and extracts the shared image 1 and the shared image 2 to
recover the watermark. Experimental results show that the proposed watermarking algorithm can resist various common attacks and
ensure the concealment of watermarks.
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Fig. 1 Lifting wavelet transform decomposition process
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Fig. 2 Lifting wavelet transform reconstruction process

3 ERSOH
ERG B R G Oy vk R R
— AT R B e RS 1 B n DREARX e

XP,pé&[ﬁj%x:(xl’---,x}})vlv,i:1,2,---’n,n >p’
P EREASHE R

$X11 X12 XlnH
X X X, U
— é .2] 22 2nl,j (4)
6 i 0
g X, X, - Xan
FERW AT FRAT RS,
(1) BEFREAR BT T 3EA AR ifE AL, B
X —x.
Zy=———,i=12,,n;j=1,2,p (5)
j s,
;H\:CP,_%}.: = ’i: 1,2,"',”;‘]‘: ],2,"',]),
n
(xij _9;,')2
2= i=1 ’
K n—-1
(2) SRARUELL AR B Z (A R BUERE R .
81 Fp rlpH
F 1l
R=1[r,]xp= érfl = rzpl] (6)
6 i 0
grpl ry o1 i
Z.7.
;H\:‘:P,ri':z‘ ! L}’i,jzl’z,---’po
! n—-1
(3) SRA KR BULRE R WRHIE 12
R - AL [=0 (7)

FREJTRESERER ) p DMFFEAR  BIA, =0, = - =
A, =0, MIMTARGEFFAE (B BE K HH X 1 1 R AE 1] e,
(i=1,2,-,p), FARIEEFAF 0] 5 e, SR 4L AR B )
FAERBUERE U = (e, ey, 0e,) "

(4) BN FE LB, Hod, ERU BB R R
O PEPRAS RS B BUE B K R L
s ANRRIEAA, i SCEF @ NREAEAE A DT o EE

A
R(r)=— (8)
2
Hodr ) R, FR BRI 0 TTER LR RRAEE
Hi=1,2,,p,
SRIGELREM FP B BT m A R4 1 B3 ok



LERNE |

T 4. FEF LWT-PCA 53k 897K BN B AR A58 2605 v 6 vy 185

H R, (m):
2 A

i=1

R, (m) =

n 9)
2

A T S T LR35 5 85% D1 I
RI4% M8 R, = 85% Wi m fH.

(5) ZSHFHN I FIIHHR AN

F.=UZ, j=12,-.m (10)
4 EHF LWT-PCA Hy/KENE %
4.1 #HrNIKED

FIAMERAY T (2,2) P38 B 5 S0 K B A
B A8 2 Aoy R o = R 1 iR A B4
BN T B o 2= ER 2 AR A7 2 AR 3 s
R X S BB A 2 A P50 B A5 R T LA SE X 4%
PREUR AT — B 82 T/ N A 48, i BOCH v A RO X
B, KK ER R A BIMIAR 7 (1) DX rp BRI AR A b 41K
PUARIGE SR F AR DX i g — B R AT 3
JRA3 oA SR B — BRI U Ko R 1
HRAFIIX B 3 o3 A B B M PR 3
oy BEA s SR oy SO R o MR BRI 1
IR G KETER W A HES . KEDR
A B AR G B R T

(1) XA EUR TP 53 A S 1Y 8x8 [/
Yol k1, SRIEXMHp &AL, T — B Tt
AN AR A5 B AR AL

(2) B LWT RS BT 10, )
X AR - P AT AR AL, SR 5 AR bR o b 1
Z(i,J)o

(3)RIFEME Z (i, j) WA RBUERE R(D, 1) o

(4) KA REGEE R, j) W p DFRFEAR  UT
e RB N I7 EATHES, BIA, =4, = - =
A, =0,

(5) M ARERR IU(E A, J5 , 36T DGR H R AE 1)
e (i=1,2,-,p)  FHRIGFHE M e, AR BAFIE
FilbE U =(e, e,, ,ep)TO

2N
(6) IR, =" = 85% R m M, 3T
2
i=1
BERD AN
yj :U;I'Z’jzl,z’__',m (11)

(7) I (2,2) BEAY RALGE A J7 545K

ENPEE W A= il 2 i o = R 45 e = R
Mo EIR 2,
(8) B or=E R 1 itk A BB B G, ==
18 2 DA Z R ORI Rt R ATKER AR
Y =y +aw (12)
Hrf, o FRIKEDAYHR AR 5y TR ATTEL
WEUR R E R REG Y Fomim AR & 7K BRIk A
B FE R R AL
(9) B BEA 7380 LWT 2R 15 3 2R 15
4.2 FEEUKED
MAEHRUE T A AU, AL LWT A8 45 F1 7K
EISRIE o 58 U4 UK EP Y i 72 JE 42 B (9 43
EEMG L MR 2 Z o, T LS 2 JE K ED
8o IKENEHUR e R A AR T
(1) MR A FR T ET 6 25 A9 5 1L 58 A . 1Y
FRUEACHE PR A OC 2R B M AR AR S5 R R R 1)
(2) [FIFEAR I i A R FR T 6 20 A 5 L350 S AR
N AR E AR R AH G R BUH B FRIEAR S5k oK BT
1) 57
(3) $RBUKER AT .
W= -y)/a (13)
(4) FEBUE R MK BN MG = R 1 5TERR
BRSO SR 2 SE TS g il LUK B H
RIKENER

5 LIRS

5.1 BEBRiITMiRE
5.1.1  UEfR{EMELE
WA {8 {5 M2 L' ( Peak Singal to Noise Ratio,
PSNR) J&HIRVEM Hix ATK EN MRS Bk B8 0 %&
WUARIE , AT ARy S5 iR G R A KBNS 1 204 1B 5
Z 1A Y 25 AR BE 1Y & LB, PP 45 2R dB R R
Ro —MRUL, 2 PSNR BT 33 dB iF, AHIA
IRTCHE Xy 2 TREHMR A 22501, WEEL{5 M LU A (R
R IR 2 W R DA I 5 A A AL W L 114
/N2 R IR 9 22 S BE X 0 ok o PSNR T34 X
H:
5 MNmax(1)> H
Rpgy = 101gg 2 N ol (14)
155010
Horfr, max(1)? R IEHR ER A R AR R M
FIN 53 FR EUR I RN 1 Fos i A K ERIER
B



186 oo ®m M5 M OH

14 %

5.1.2  H—fLHEFREL

IH—AbAH S 280 2 FH R P4 B B A 7K B
FRLRZK BN Z B 25 571 . AR 03— A OC R A0
B2 1, Uk B I Ofe ) T4 A i s P14 %) AR
R, J 2, WA 2 g EUS AR LBE RS, 5 —1k
I RBOTRAAR

zwmem)
lewm Zlu/(i)

Ho w (i) FRIREER G EE R w (i) &
REBURROKENGRRGE
5.2 KWEREST

K 3 R B R AR KR R 512x512 1) lena JK
JE IS B 4 BRI JR K EREMR R 128 %128 /) —1{H
BIE B 5 (a) S 1 2 i A AR R 4 = B R
13 5(b) TR 1236 2 RO 3 s S 1 43 =2 [
1525 5(c) BRry 2 2 IR =BG E INE R E H
7K ER G T 6 SBom IRJ4i A K ED 5 iy 2R iR 15
Bl 7 (a) SB7n B 2 A B BHR S BEHUE R 1Y 7 =
EIE 15 7(b) Sos i 242 R 43 22 ER 1 gy
UG 2 BRI 4

NC =

(15)

B3 #HiEEK

Fig. 3 Carrier image

B4 [RIGKENEK
Fig. 4 The binary watermark

() EERBL brERIR2
Bs5 SEEGREMER
Fig. 5 Shared and stacked results

() Bhngs 5

Bl6 HWAKENEMEHEERR
Fig. 6 Watermarked image

(a) PRI AL (b) PRI 1) 7K EN &4
E7 REHSZEGREIREMNKEER
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Fig. 8 The effect of extracting watermark recovery under various

attacks
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Table 2 Peak signal-to—noise ratio after various attacks

A W 5 MR L
A3 SCHR[15] CHR[16]
e 44.582'5 47.509 5 46.387 9
AR S 48.185 1 47.322°5 46.975 8
BiF i W 7 48.247 1 47.011 4 45.442 8
TR TR 48.382 3 47.338 0 45.277 3
57y 47.819 0 47.029 9 45.353 2
iesE 47.581 8 47.573 4 45.497 0
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Table 3 Normalized correlation coefficients after various attacks

H AR R AL

it el
A3 SCHR[15] SCHR[16]
RCER M 7 0.985 59 0.981 95 0.887 79
NEL/NU 0.987 31 0.986 75 0. 887 40
BE S 0.990 14 0.984 03 0. 882 80
RS 0.992 76 0. 990 98 0.877 06
5y 0.983 29 0.982 50 0. 868 23
ek 0.954 15 0.988 74 0.867 53

6 ZEFRIE

ASSORF T H/ N AN 3 B3 3 B K ENEOR
MBI TIRRAY R (2,2) W Em T b 2 T
T LWT-PCA JK B[S 1 A6 A0 5 3 8 05 58 v 1
o AJRAL G0 XK EN R B A B8k
(L G PRY VR N S e = 9 A s A |
B A TR ESR A A 2 A&l A
YRR ENES  AAR G A PR EOCR  BEORS T 3R
BIEEEA, LRI TOKEN IR I 2 4, R BIEAE 2
B MU HORBEAR 4 B Hh K B skt B 58
TE AR SR B &

&% 3k

(1] PR, a4, a5 B UG KEN R ZEAR [ T]. HH
ARiBIR,2021,31(2) :148-162.

(2] ABka, BUEE, FRIE, 5. —FoBr b0 LA g B0 807 55k
[J]. ERAMRZZFMR(HRBEM) ,2012,36(1) :188-192.

[3] BPAIE, 28 RSO, BUToKENEEIR[T]. WL A4 B2 4,

2004,25(3) :112-115.

[4] BRfs. 15 B S8 FKETBARPITE [ M]. dbat B th it
2014.

[5] e, ek R8T, DN RS EKENE k[ T].
= 4 2441, 2014,19(3) :365-372.

(6] MY, ZEMbt. 5T LS8 2 A R Gkl i 22 KBNS [ 1]
TR 5%k, 2016,33(9) :328-333.

[7] WANG Yong. Digital watermarking algorithm based on SVD and
DWT [J]. Computer Simulation, 2011, 28 (5): 295-298.

[8] NASRIN M, BEE E K. A new robust and secure digital image
watermarking scheme based on the integer wavelet transform and
singular value decomposition [ J]. Digital Signal Processing,
2014, 33 (10) : 134-147.

[9] LEI Baiying, SON I Y, ZHOU Feng, et al. A robust audio
watermarking scheme based on lifting wavelet transform and
singular value decomposition [ J]. Signal Processing, 2012, 92
(9): 1985-2001.

[10] VIVEK S V, RAJIB K J, APARAIJITA O. Significant region
based robust watermarking scheme in lifting wavelet transform
domain [ J]. Expert Systems with Applications, 2015, 42 (21):
8184-8197.

[11]JKUNCHEVA L I, FAITHFULL W J. PCA feature extraction for
change detection in multiple unlabeled data [ J ]. IEEE
Transactions on European Networks and Learning Systems, 2014,
25 (1) : 69-80.

[12]NAOR M, SHAMIR A. Visual cryptography [ C]//Advances in
Cryptology—EUROCRYPT' 94. Workshop on the Theory and
Application of Cryptographic Techniques. Cham: Springer, 1995:
1-12.

[13]YANG C N. New visual secret sharing schemes using probabilistic
method [J]. Pattern Recognition Letters, 2004, 25 (4). 481-
494.

[14] EHUH BRI, B hed, 5. BRRAY IR (2,3) Wi BTy
R[I]. EMRE R (FBFAM) ,2014,32(1) :82-87.
[15]FuLH BB €, MK, 3. RAMERGIGREST R
(2,2) MaEmmIr s [J]. M REER (A AR 2018, 54

(1):157-162.

[16] 24, BETREAY A B M KNSR [ T]. KRB
4% ,2017,2(6) :19-21.

(17]%5 7%, LUE. T3 H 1) DWT-SVD KEPEA[T]. %
RETTERHL S N H 2021 ,11(8) :173-176,182.

[18 ] ZHENG Qiumei, JIN Xiao, GU Guomin, et al. A digital
watermark algorithm based on data matrix [ J]. Journal of China
University of Petroleum ( Edition of Natural Science), 2015, 39
(1): 188-193.

(19 S 4k BREBE. HETF43Hei DWT I PCA FIGUKENSL[T].
B FRH%,2017,30(11) :96-99.

(20124, Fh Bf. FET LWT-SVD-DCT & i: K ENH AR T]. %
FHER T2 B8 =40 ( HOABRA ) ,2021,31(1) :77-81.



