®14E F1H 2 B it E M5 M A
Vol.14 No. 11

2024 &£ 11 A

Intelligent Computer and Applications Nov. 2024

X ZRE e, WA, 55, TR BB S IR BRI SRR [ T]. B ReiHEAL 58 H,2024,14(11) :24-34. DOI: 10. 20169/j.
issn. 2095-2163. 241104

FF R W) 4% BB 15 4R 2 AR 32 4R i

X| &, HIEE, HEEP, M 9, S$KE
(AL EHM ARG TIEFZEFT, L= 100083)

I P SR e QU RN Ty i RIS g ) N d o0 N TR A £ 5 W< ) = R UL s W Rl T S v 1
WRER A8 & A T 2 A, B AT ARG R T LA AT RN X 2 4 g, i I PR e L VR R 485 B B AR B AR
% 2R o AR A, IR M R BRI — KRB TR RE | DX HaE S 3 ROR | Dy o U X 48 Jal T 195 #R AR, 43 #r
NIRRT FBL, RSO T E NS 28 RPN AR O 2 R K 4% T 4 AR TR S U D 285 15 4 A 3R 43 B e 22 5 R
H R A AT P R R R R

KB . JFRIE; PG EIMEIR; REdE; N TR, Xt

hESES . TP393 XERFRERS: A XEHS: 2095-2163(2024)11-0024—-11

A review of open source cyber threat intelligence technology research
LIU Jin, QIN Yuanyuan, TIAN Xiaona, HAO Jiao, HAN Qingmin

(National Computer System Engineering Research Institute of China, Beijing 100083, China)

Abstract. With the rapid development of Internet, new types of cyber security threats are constantly evolving . The traditional
passive traffic monitoring methods cannot meet all the requirements of cyber security protection. Obtaining threat intelligence in
advance before cyber attacks can deal with security threats more effectively and avoid property losses. The low cost and high profit
of obtaining open source cyber threat intelligence make it become one of the important sources of threat intelligence. New
technologies such as big data, artificial intelligence and blockchain provide important methods for obtaining, analyzing and sharing
open source cyber threat intelligence. This paper analyzes the research progress of open source cyber threat intelligence at home and
abroad and the application of various technologies in the process of open source cyber threat intelligence processing, analysis and
sharing and summarizes the common problems and future trends.
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Fig. 1 Process of open source intelligence[8
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Fig. 2 The layers of cyber threat intelligence
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Fig. 3 Cyber threat intelligence lifecycle
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Fig. 4 Basic framework of open source cyber threat intelligence platform
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Fig. 7 Application methods of Artificial Intelligence
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